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The cyber threat to healthcare in South Africa

https://www.bsigroup.com/globalassets/localfiles/en-za/healthcare/cyber-in-healthcare-final.pdf

It will take a big leap for South Africa’s healthcare sector to address cyber-attack strategies of
syndicates becoming more fluent and adept at their game.

Attacks on healthcare establishments can threaten not just the integrity of systems and security of
information but also the health, safety and lives of patients. It further seems as if any notion of
complete cyber risk immunity in healthcare belongs to a distant future, as cybercrime syndicates keep
upgrading their tactics and keep taking quick steps to thwart countermeasures.’

Healthcare sectors across the globe have long been hard-pressed to implement more penetrating
means to counter this trend of data attackers outpacing medical enterprises.” But things are
happening at a snail’s pace, making organisations more vulnerable to attack by the day.’

In recent years, South Africa has experienced an acceleration of attacks throughout its industries.V
With spikes in especially the healthcare sector, our local hospitals and other medical facilities have
been exposed as amongst the most vulnerable in the world."

Fundamentally, healthcare in South Africa needs a decisive rethink and a deep overhaul of systems
strategies to deal with this cyber risk crisis.

Digital transformation outdistancing the drive toward holistic cybersecurity

The intrinsic nature of healthcare makes the sector more likely to spend on patient care and saving
lives than on cyber resilience.” The same applies when considering the increased adoption of
innovative technologies to expedite organisational objectives: to date, cyber security has mostly taken
a back seat to improving quality and performance through digital transformation in healthcare."!

It's speculated that the global digital health market’s worth could reach about R6600 billion by 2025
— approximating a compound annual growth rate (CAGR) of 24.4% over the coming years."

With such escalated spending on digital technologies — and mainly due to the accelerated introduction
of the Internet of Medical Things (loMT), Artificial Intelligence (Al), data processing and analytics,
telemedicine, and wearable technologies, among others — it goes without saying, organisations need
to sufficiently budget for comprehensive cyber risk frameworks that provide security measures
throughout their extensively connected network of systems.

Sometimes all it takes is for a syndicate to find one weakness in a network to breach important assets.
Without holistic cyber protection, organisations are making themselves vulnerable to a host of threats
that can cripple operational systems, have severe financial implications, corrupt patient care
processes, and potentially endanger the lives of patients.

The first death indirectly caused by a cyber-attack was reported in Germany in September 2020. A
critically ill patient who required emergency treatment had to be transported to another hospital after


https://www.bsigroup.com/globalassets/localfiles/en-za/healthcare/cyber-in-healthcare-final.pdf

the University Hospital of Disseldorf (UKD) was unable to receive her because of a ransomware attack
that crippled its network and internal servers.* The patient died as a result of the delay in treatment.

The attack compromised UKD’s digital infrastructure that’s central to the management and
coordination of doctors, patients and processes. Hundreds of operations and other procedures had
to be postponed or cancelled because of the attack. The hospital could now also only treat about half
its patients, and simply couldn’t take any new admissions. Eventually, it took two weeks to restore
essential services and to reopen its emergency rooms. It took UKD much longer to again become fully
operational.”

Attack targets, costs and comparisons

Besides attacks targeting operational systems or intellectual property related to medical research and
innovation, patient data breaches are currently one of the predominant threats faced by healthcare.”
Targeted data can include patients’ protected health information (PHI), patients’ financial information
and personal identification info.

Stolen health records may sell for 10 to 40 times more than stolen credit card numbers on the dark
web X" Today, a patient’s medical record could fetch anything between R1000 and R15000, even more
— mostly this cost is relative to the level of sensitivity of the information.*"

The cost to remediate a breach in healthcare is also three times higher than the cross-industry
average.® What's more, in 2020 the time it took to identify a healthcare breach averaged 329 days,
whilst the average time to contain a breach was 233 days. By contrast, the data breach lifecycle of
other industries averages at 228 days and 80 days, respectively.*"

Attack threats in healthcare

With our healthcare sector having become such a prime target, South Africa is listed as one of the top
countries in the world for the highest quantity of system breaches. !

Ransomware

Ransomware attacks on global healthcare have skyrocketed during 2020 and experts predict that
things will only get worse in the coming years.*" Ransomware is a form of malicious software that
uses encryption technology to hold data at ransom. It can infect medical systems and data files,
rendering them inaccessible until the ransom is paid. In the meantime, critical processes can be
slowed down or even become inoperable.

Phishing

Phishing through email is one of the top cyber-attack methods in healthcare. It’s such a lucrative
attack strategy because the barriers to attack entry are low. Spammers also have a host of tools to
initiate a phishing campaign, such as botnets-for-hire and Malware as a Service (Maas). One of
phishing’s main objectives is to obtain access to patients’ protected health information (PHI) because
it’s become such a high-value commodity on the dark web.®™

Wearable and Implantable IoT Healthcare Devices

Implantable medical devices (such as cardiac implants and deep-brain neurostimulators), radio
frequency identification tags, and wearable devices (such as pacemakers) are prone to severe security
vulnerability. The rapid proliferation of these connected devices is redefining patient care processes,
as doctors and patients are now using their smart-phones to control and monitor them.™ Imagine the



risk when there’s a zero-day exploit — patient injury or death can result and due to vendors or
developers not having had the chance to fix the system’s vulnerability.*

Insider threats

Not all threats are external, often the most common threat actors in healthcare are internal.
Healthcare facilities, pharmaceutical companies and medical research firms are all banks of sensitive
data. All it takes is for one rogue element to exploit, sell or manipulate this information. According
to the 2020 Verizon Data Breach Investigations Report (DBIR), nearly half of all breaches in healthcare
involve internal threat actors that target protected health information and electronic health records
(EHR).XXH

There are of course many other major cyber threats to healthcare, and experts today agree that the
best way to achieve greater cyber resilience is to adopt a comprehensive protection framework that
drives a security culture through all levels of an organisation. Such a framework should be able to
quickly detect a cyber disruption, minimise its impact, and ensure that operational continuity is
maintained.

This is also exactly where world leader in standardisation frameworks, the British Standards Institution
(BSI) can help South African healthcare facilities and companies. BSI’s comprehensive information
security solutions have been at the forefront of driving resilience in industries across the globe.

Establishing your journey towards cyber resilience with ISO/IEC 27001 - the international standard
for Information Security Management Systems (ISMS)

ISO/IEC 27001 is an internationally recognized framework for managing information security and
represents a consummate first step for healthcare organisations in South Africa. This security
framework helps establishments implement, maintain and grow an independently assessed and
certified Information Security Management System.

With an ISMS you’re demonstrating commitment and compliance to global best practice, thereby
showing that security is a primary consideration in your organisation.

How ISO/IEC 27001 can help healthcare, pharmaceutical and biotech facilities and companies build
resilience:
e Requires you to continually detect and evaluate information security risks and breaches and
to ensure the procedures and controls you activate are sufficient to manage or minimize them
e Helps you identify all internal and external stakeholders relevant to your ISMS
e Helps establish a work environment in which there’s a continuous improvement of your ISMS
e Ensures information is always protected, available, and can be accessed
e Reduces the likelihood of insider threats to security breaches
e Shows commitment to information security at all levels, whilst helping to embed an
information security culture
e Requires you to communicate the ISMS policy throughout your organization, which will help
you raise awareness and gain buy-in
e Creates an environment in which top management define ISMS roles and ensure individuals
are competent
e Provides flexibility to adapt relevant controls across your organisation
e Helps inspire trust that data is protected, which in turn will strengthen your reputation and
help cultivate patient and workforce confidence



Having your ISMS assessed by BSI, and successfully fulfilling the requirements of ISO/IEC 27001,
provides you the opportunity to show your commitment to excellence by displaying the prestigious
BSI Mark of Trust across your organisation.

Benefits BSI Clients get from ISO/IEC 27001 certification:

1) We have reduced our operational risk 88%
2) We have improved out internal business confidence 86%
3) We have improved customer satisfaction 85%

Reference: Voice of the customer survey 2020

Your ISO/IEC 27001 Journey
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Upgrade your cyber resilience with ISO/IEC 27701

As an extension to ISO/IEC 27001, the ISO/IEC 27701 framework provides further guidance for the
protection of patient information.

ISO/IEC 27701 enables your healthcare establishment to enhance its ISMS with additional
requirements in order to establish, implement, maintain and continually improve your Privacy
Information Management System (PIMS). The standard outlines a framework for personally
identifiable information (PIl) controllers and Pll processors to manage privacy controls so that risk to
individual privacy rights is reduced.



ISO/IEC 27701 certification journey

Whether vou're nemto privacy management or looking to enhance an existing information security and privacy system, certification to
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The BSI leap

BSI is aware that achieving cyber resilience is not going to happen overnight. But by complementing
your organisation’s existing culture of patient care with an entrenched culture of cybersecurity — as
provided by the ISO/IEC 27001 and ISO/IEC 27701 frameworks — you have taken a big step towards
augmenting your information security defence system.

Get in touch with us today to discuss your plans and how we can support you on your journey towards
operational excellence.
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